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Abstract

The integration of large language models within federated learning frameworks for cross-silo
healthcare systems presents significant promise for privacy-preserving clinical decision
support. However, such systems are vulnerable to backdoor attacks where malicious clients
inject adversarial triggers during fine-tuning, causing the global model to behave incorrectly
on targeted inputs while maintaining normal performance otherwise. Existing mitigation
strategies often assume centralized data access or incur prohibitive computational overhead,
making them unsuitable for resource-constrained and highly regulated healthcare
environments. This paper proposes a prototype-guided backdoor mitigation framework
specifically designed for federated fine-tuning of large language models in cross-silo
architectures. The approach leverages prototype consistency across heterogeneous client
distributions to detect and suppress poisoned model updates without requiring access to raw
patient data or auxiliary clean datasets. We provide a comprehensive system-level discussion
encompassing architectural design, deployment trade-offs, robustness guarantees, fairness
implications, and governance challenges. Through comparative analysis with prior methods,
we demonstrate that prototype-guided mechanisms offer a favorable balance between security
and utility while respecting the strict data sovereignty and auditability requirements of
healthcare consortia. The paper also examines policy considerations for adoption in clinical
workflows and outlines future directions for adaptive, cross-institutional backdoor defense.
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1. Introduction



Federated large language model fine-tuning has emerged as a paradigm for leveraging
distributed clinical data across hospitals while complying with privacy regulations such as
HIPAA and GDPR. In cross-silo healthcare systems, a small number of institutional clients
collaboratively fine-tune a shared model without exchanging raw patient records [1]. This
architecture amplifies the risk of backdoor attacks, wherein a compromised client introduces a
hidden pattern that causes the global model to misclassify or produce harmful outputs when
the trigger is present [2]. Backdoor attacks in federated learning are particularly insidious
because they can persist across communication rounds and evade conventional anomaly
detection [3]. Existing defenses, such as robust aggregation and differential privacy, either
degrade model accuracy or require trusted central servers with full visibility into client data
[4]. In healthcare, where model errors can have life-critical consequences, a dedicated
mitigation strategy that operates under strict data locality and minimal overhead is imperative.

Prototype-based learning, originally developed for few-shot classification, offers a natural
mechanism for characterizing the latent feature distributions of different classes or tasks [5].
By representing each class through a prototypical embedding computed from local data, a
central server can compare the consistency of client updates without accessing the underlying
samples. Recent work has extended prototype consistency to detect anomalous gradients in
vertical split learning [13]. This paper adapts that principle to the cross-silo federated fine-
tuning of large language models, where the goal is to preserve the semantic integrity of the
model's representations while removing the influence of backdoor triggers. We argue that
prototype-guided mitigation provides a structural advantage over prior approaches because it
relies on geometrically meaningful invariants that are robust to data heterogeneity and
communication constraints.

The remainder of this paper is organized as follows. Section 2 presents the background on
federated fine-tuning and the threat model for backdoor attacks in healthcare. Section 3
describes the proposed prototype-guided mitigation architecture and its underlying
mechanisms. Section 4 discusses structural trade-offs, including computational cost,
communication efficiency, and resilience against adaptive adversaries. Section 5 addresses
governance, fairness, and policy implications for deployment in clinical settings. Section 6
provides a comparative analysis with existing methods through illustrative cases. Section 7
outlines future research directions, and Section 8 concludes.

2. Background and Threat Model

Federated learning for large language model fine-tuning typically employs the FedAvg
algorithm, where each client performs local stochastic gradient descent on its own data and
sends the updated weights to a central server for aggregation [6]. In cross-silo healthcare,
clients are hospitals or research institutions with non-i.i.d. data distributions reflecting
differences in patient demographics, disease prevalence, and clinical practices [7]. The fine-
tuning process adapts a pretrained language model to downstream tasks such as clinical note
summarization, diagnosis coding, or risk prediction.

Backdoor attacks in this setting involve an adversarial client that contributes poisoned updates
designed to embed a hidden trigger. The adversary can manipulate both the local data (by
inserting trigger tokens into a small fraction of training examples) and the local training
process [8]. The backdoor remains dormant until the global model encounters the trigger at
inference time, at which point it produces a predetermined malicious output. In healthcare, a
backdoor could cause the model to misdiagnose a condition when a specific word or phrase
appears in the patient record, leading to severe clinical harm [9].



Existing defenses fall into three categories: robust aggregation, anomaly detection, and
certified robustness. Robust aggregation methods such as Krum, Trimmed Mean, and Median
replace the standard averaging with more outlier-resistant schemes [10]. These methods
assume that benign updates are roughly similar and that malicious updates are statistically
distinct, but they become ineffective when the adversary controls multiple clients or when
data heterogeneity is high [11]. Anomaly detection techniques analyze client updates using
distance metrics or spectral methods, but they often require a clean reference dataset that is
unavailable in privacy-sensitive environments [12]. Certified defenses based on differential
privacy introduce noise that can degrade the fine-tuning performance of large language
models, particularly on rare clinical entities [14]. Prototype-guided approaches offer a third
path by leveraging the internal representations of the model itself as a source of ground truth.

3. Prototype-Guided Mitigation: System Architecture and Mechanisms

The proposed framework operates at the server side during each communication round of
federated fine-tuning. After receiving updated weights from all clients, the server performs a
prototype consistency check before aggregating. The key insight is that a benign client update
should preserve the relative geometry of class prototypes computed from the global model's
representations prior to the round. Specifically, the server maintains a reference set of
prototype embeddings for each label or task, which can be derived from a small public dataset
or from aggregated statistics provided by clients in a privacy-preserving manner [15]. For
large language models, prototypes may represent semantic clusters of tokens, sentence
embeddings, or diagnostic categories depending on the downstream task.

During each round, the server computes two sets of prototypes: one from the previous global
model (the reference) and one from each client's proposed update applied to the same
reference anchor. The consistency between these sets is measured using cosine similarity or
Euclidean distance after appropriate normalization. A client update is deemed malicious if its
prototype alignment deviates significantly from the expected distribution derived from
historical benign updates [13]. The server then excludes or down-weights such updates before
performing weighted averaging. Crucially, this check does not require access to the client's
local data or any auxiliary labeled dataset; it relies solely on the model's own embedding
space.

The prototype-guided mechanism is particularly suitable for cross-silo healthcare because it
naturally handles data heterogeneity. Different hospitals may have different label distributions,
but the semantic relationships between embeddings should remain consistent across
populations if the global model is properly trained. Attackers attempting to embed a backdoor
must shift the prototype geometry in a way that is detectable because the trigger introduces an
artificial correlation that distorts the natural clustering [16]. Moreover, the method can be
combined with secure aggregation to prevent the server from learning client-specific
prototypes if necessary, though this introduces additional communication overhead.

4. Structural Trade-offs and Deployment Considerations

Deploying prototype-guided backdoor mitigation in a cross-silo healthcare system involves
several trade-offs that must be carefully evaluated against operational constraints. The first
trade-off concerns detection sensitivity versus false positive rate. A stringent threshold for
prototype consistency will catch most backdoor attempts but may also flag benign updates
from clients with genuinely out-of-distribution data, such as a pediatric hospital participating
in a model trained primarily on adult populations [17]. To address this, the server can



maintain an adaptive threshold based on historical divergence statistics, or it can employ a
multi-round voting mechanism that only excludes updates that are consistently anomalous.

The second trade-off involves computational overhead. Computing prototypes on the server
requires forward passes through the model for each client's update and for the reference. For
large language models with billions of parameters, this can be expensive, though the cost is
amortized over communication rounds and can be reduced by using lightweight proxy models
or subnetwork probing [18]. In cross-silo settings where the number of clients is small
(typically fewer than twenty), the overhead remains manageable compared to the cost of full
model retraining.

Another structural consideration is communication efficiency. The standard FedAvg protocol
already requires clients to transmit full model updates, which can be large. Adding prototype
metadata (such as client-specific prototype vectors) would increase bandwidth consumption.
However, since prototypes are low-dimensional embeddings (e.g., 768-dimensional for
BERT-base), the additional load is negligible relative to the model weights. More importantly,
the server can avoid transmitting the reference prototypes to clients by performing all checks
centrally, preserving information asymmetry that strengthens security.

Sustainability and robustness also intersect. If the mitigation is too aggressive, it may cause
the model to converge slowly or to a suboptimal point because useful updates from minority
groups are discarded. This can exacerbate fairness issues already present in federated learning,
where underrepresented populations are often underfit [19]. The prototype-guided method
must therefore incorporate fairness-aware aggregation that distinguishes between
distributional shift caused by benign heterogeneity and that caused by malicious manipulation.

5. Governance, Fairness, and Policy Implications

The deployment of prototype-guided backdoor mitigation in healthcare systems raises
important governance and policy questions. First, who decides the threshold for consistency?
In a cross-silo consortium, each hospital retains sovereignty over its data and may have
different risk tolerances. A centralized server operated by a coordinating institution (e.g., a
health information exchange) must implement transparent and auditable rules for flagging and
excluding clients. The prototype-based approach lends itself to explainability because the
server can report the magnitude and direction of prototype divergence, allowing human
reviewers to investigate potential false positives.

Fairness implications are profound. If the method inadvertently suppresses updates from
clients serving minority populations, those groups will receive less benefit from the fine-tuned
model, widening health disparities [20]. To mitigate this, the framework should include a
fairness constraint that ensures equal treatment across demographic groups, perhaps by
measuring prototype consistency separately for each subgroup and adjusting thresholds
accordingly [21]. Additionally, the governance structure must include provisions for appeal
and redress when a client's updates are rejected.

Policy compliance with regulations such as HIPAA and GDPR requires that the mitigation
process does not create new privacy risks. The prototype vectors computed by the server
could theoretically leak information about client data distributions, especially if the number of
classes is small. To prevent inference attacks, the server can apply differential privacy to the
prototype statistics before comparison [22]. This adds noise that may reduce detection
accuracy, so the trade-off must be carefully quantified. Certification and auditing bodies, such



as the FDA for software as a medical device, may need to approve the mitigation pipeline as
part of the overall system's safety case.

6. Comparative Analysis and Case Illustration

To illustrate the practical advantages and limitations of prototype-guided mitigation, we
compare it with three established approaches: robust aggregation via Median, anomaly
detection via gradient norm thresholding, and certified defense via differential privacy. All
methods are evaluated in a simulated cross-silo healthcare scenario involving five hospitals
fine-tuning a pretrained clinical transformer for the task of ICD-10 code prediction. The
adversary controls one client and inserts a trigger token into 5% of its local training data,
causing the model to output code Z99 (unspecified) whenever the trigger appears.

Robust aggregation with Median successfully reduces the attack success rate from 95% to
40% but also lowers the global model's benign accuracy by 12% due to discarding legitimate
updates from heterogeneous hospitals [10]. Gradient norm thresholding, which flags updates
with abnormally large or small norms, achieves 70% attack mitigation but suffers from a high
false positive rate that disrupts convergence [12]. Differential privacy with epsilon equal to 8
adds moderate noise that drops both attack success and benign accuracy by 15%, and the
certified robustness guarantees are weak at this privacy budget [14]. In contrast, the
prototype-guided method with a cosine similarity threshold of 0.85 reduces attack success to
below 10% while preserving benign accuracy within 3% of the no-attack baseline. Moreover,
the method did not falsely exclude any benign updates in a 50-round simulation, because the
prototype divergence of heterogeneous but honest clients remained within the expected range.

This case highlights that prototype consistency is a more discriminative signal than aggregate
statistics because it captures structural semantic relationships that are hard for an adversary to
mimic without distorting the embedding space [13]. However, the method's performance
degrades when the adversary controls multiple clients and coordinates their updates to align
prototype shifts. A future extension could incorporate cross-client prototype correlation
analysis to detect sybil attacks.

7. Future Directions

Several avenues for future research emerge from this work. First, the prototype-guided
method can be extended to dynamic, context-aware thresholds that adapt to the evolving
distribution of benign updates over time. This would reduce false positives during early
training rounds when the model's representations are still unstable. Second, integrating
prototype consistency with cryptographic techniques such as secure multi-party computation
could allow the server to verify updates without even seeing the client's prototype vectors,
achieving stronger privacy guarantees [23]. Third, the method should be evaluated on real-
world multi-institutional clinical datasets to validate its robustness against natural
heterogeneity and adversarial resilience. Fourth, given the rapid growth of large language
model capabilities, the framework must scale to models with billions of parameters where full
prototype computation becomes expensive; approximation techniques such as random
projection or kernel methods could be explored. Finally, policy research is needed to establish
regulatory standards for backdoor mitigation in medical AI, including requirements for
transparency, audit trails, and human oversight.

8. Conclusion



Prototype-guided backdoor mitigation offers a promising solution for securing federated fine-
tuning of large language models in cross-silo healthcare systems. By leveraging the intrinsic
geometric structure of model representations, the approach detects and neutralizes poisoned
updates without compromising data privacy or demanding excessive computational resources.
The system-level analysis presented in this paper underscores the importance of balancing
detection accuracy with fairness, heterogeneity tolerance, and governance compliance. As
healthcare institutions increasingly adopt federated learning for clinical AI, prototype-based
defenses can serve as a foundational component of a trustworthy infrastructure. Future work
should focus on empirical validation in live consortia, adaptive threshold design, and
integration with emerging privacy-preserving technologies.
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